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Helping protect the nation’s supervisory control
and data aquisition systems.
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nation in control system
vulnerability reduction.

Full-Scale Testing

To help prevent an attack
from occurring, INL estab-
lished a SCADA Test Bed. A
test bed is a functioning
model of full or near full-
scale proportions that allows
individuals to visualize,
analyze and test their control
systems in a domain that is
more realistic than computer
simulation. Our SCADA

Test Bed consists of several
facilities that together create
a centralized location for
industry, equipment manu-
facturers and government
agencies to work at finding
tangible solutions to this
growing threat. The Test Bed
houses control systems from
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An INL electrician stands next to
a set of modern gas circuit
breakers. This set-up is part of
the lab’s comprehensive Critical
Infrastructure Test Range.

leading national and interna-
tional manufacturers. Here,
SCADA systems were SCADA and cyber experts
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not security. They were  system and look for inherent
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long before businesses  testing and tool development
relied on the Internet. will allow customers to
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are multiple feeders, trans- INL Test Beds including our customer’s SCADA systems
formers and seven indepen-Wireless Test Bed which canvia several means including
dent substations. These simulate and test real TCP/IRCCP, modbus, proprietary
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and into the real-world. signals. The Wireless Test  specialized Cyber Test Bed
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A power management engineer
stands next to oil circuit breakers
located on INL'’s Critical
Infrastructure Test Range.
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INL acquired arc-resistant
switchgear controlled by SCADA
systems.
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